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Deep & Dark Web Exposure Intelligence Report

SUMMARY

During the 365-day monitoring period from September 25 through September 24, 2026, Overwatch identified 5,854
unique, fully exposed payment card numbers circulating across criminal marketplaces linked to your BINs. Overwatch
also identified an additional 4,580 cards actively listed for sale where the PANs were hidden/masked. Using proprietary
intelligence methods, Overwatch can unmask 1,422 of these PANs, enabling further analysis and investigation. These
findings were deduplicated against prior detections to confirm they were newly observed. Overwatch also detected 18
employee credentials, 180 customer credential pairs, and related threat actor chatter, compromised accounts, and
tools, tactics, and techniques targeting your institution.

UNCOVERING COMPROMISED PANS— PAST 365 DAYS

$568.8K

Estimated Fraud
Prevented From
Card Unmasking

+

$210K

Estimated Fraud
Prevented From
Exploited PANs

* Estimates are based on an
average of $400 per
exposed PAN.

Through Overwatch's proprietary methodology, we are able to uncover details about compromised
PANs belonging to you that are actively listed for sale in the criminal underground (unmasked).
This helps us identify the exact account and prevent fraud before the attacker weaponizes the
PAN.

1'422 Potential Cards Revealed 10,479 Total Detections

Approximately 5% of full PANs shared by cyber criminals are estimated to be actively exploited. Many
will already have been detected by fraud rules but some continue to slip through.
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COMPROMISED DATA BY KEY CATEGORY

EMPLOYEE CREDENTIALS CUSTOMER CREDENTIALS COMPROMISED ACCOUNTS
Unique corporate email and password Username and password combos for Images of accounts shared by threat
combos your website actors

CHATTER OVER TIME — PAST 365 DAYS
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SAMPLE DETECTIONS
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Account Balance Screenshot  Account Balance Screenshot  Account Balance Screenshot  Check
Detection: Detection: Detection: Detection:
Posted Sep 21, 2026 Posted Sep 20, 2026 Posted Sep 16, 2026 Posted Sep 13, 2026

Full catalog of relevant detections available as part of Overwatch services via API or platform.
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